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Password Policy

Purpose

The purpose of this policy is to establish a standard for the creation of strong passwords, the protection
of those passwords, and the frequency of change of the passwords

Policy Statements

f)

g)

h)

For users having accounts for accessing systems/services.

Users shall be responsible for all activity performed with their personal user IDs. Users shall
not permit others to perform any activity with their user IDs or perform any activity with IDs
belonging to other users.

All user-level passwords (e.g., email, web, desktop computer, etc.) shall be changed
periodically (at least once every 90 days). Users shall not be able to reuse previous passwords.
Password shall be enforced to be of a minimum length and comprising of mix of alphabets,
numbers and characters.

Passwords shall not be stored in readable form in batch files, automatic logon scripts, Internet
browsers or related data communication software, in computers without access control, or in
any other location where unauthorized persons might discover or use them.

All access codes including user ID passwords, network passwords, PINs etc. shall not be shared
with anyone, including personal assistants or secretaries. These shall be treated as sensitive,
confidential information.

Passwords must not be communicated though email, messages or other forms of electronic
communication such as phone to anyone.

The same password shall not be used for each of the systems/applications to which a user has
been granted access

The "Remember Password" feature of applications shall not be used

First time login to systems/services with administrator created passwords, should force
changing of password by the user.

Policy for constructing a password

All user-level and system-level passwords must conform to the following general guidelines described
below: -
a)
b)
c)
d)
e)

Minimum password length of six characters.

Passwords must be alphanumeric and preferably contain special characters.

Login ID and password cannot be the same.

Users cannot reuse any of their last six passwords.

Passwords expire periodically (maximum validity of 90 days), with prior notification provided
to users before expiry.

User accounts are automatically locked after five consecutive unsuccessful login attempts.
Users are allowed to change their passwords at their discretion.

Passwords are stored in encrypted form and are not visible to employees at any stage.



Classification/Information

Review

In case of any clarification/information required on the implementation of the
Policy, please contact the IT Head/Compliance Officer on Email -
rindrmodi@yahoo.com

The said policy shall be reviewed by the Board of the Directors on a yearly basis or
as and when any update comes change in the Relevant Regulation/Circular comes
or any change in the internal control or Structure. The Compliance officer has the
authority to give direction to undertake additions, changes, and modifications, etc.
to this Policy, and the same shall be effective per the authority of the Compliance
Officer and thereafter be ratified by the Board of the Directors at its next review.
Periodic audits will be conducted to ensure compliance with this policy
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